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1. Introduction 
 
The legal problems created by the Internet are due to its speed, non-physical 
existence and the possibility of making any digitalized content available 
simultaneously in multiple locations. The vast growth of data exchange via the 
Internet is in itself due to costs and convenience factors in comparison to 
conventional communication and business techniques. The uniqueness of the 
Internet lies in the combination of instantaneous access to digitalized data and the 
ability of anyone having access to the data to utilise the data for business purposes 
irrespective of location. The complexity of the Internet becomes clearer when one 
considers the key legal issues in private law: 
 
o Electronic commerce; electronic signatures 
o Encryption; verification issues 
o Trademark, patent and copyright protection (IP) 
o Database protection 
o Taxation, jurisdiction and compliance 
o Unfair contract terms and consumer protection; and 
o Enforcement of legal rights. 
 
These issues affect every country in the world alike because of the unrestricted flow 
of electronic information through 'cyberspace'. So the internationalisation of law 
has all of a sudden become a necessity simply because of the internationalisation of 
commerce through telecommunications. 
 
It is clear that there are essentially two routes to tackle such a set of problems: The 
technology route or the legal route. It is in an attempt to analyse and evaluate 
these alternatives that I will base my discussion. 
 
2. General legal considerations for regulating Internet transactions 
 
International Uniform Law via Treaties 
 
International treaties creating uniform law via conventions are the 'classical 
solution' to achieve legal certainty in international transactions. The Vienna Sales 
Convention of 1980 (Convention on the International Sale of Goods/CISG) is the 
most successful convention having regard to the number of contracting states and 
its acceptance in practice. The success of the CISG is also due to the fact that sales 
contracts are the most used kind of contract in international transactions and 
UNCITRAL has set up an official data bank with court decisions on the CISG. 
Similarly the EU Arbitration Convention 1990 has become a reference standard in 
the regulation of tax disputes. 
 
The Treaty solution has advantages in that it only allows for minor modifications so 
that identical rules exist in all contracting states, and because of the preparation of 
the rules as supranational compromises by international working groups, the final 
convention can be accepted by the contracting states. 
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Model laws 
 
Another suitable option for unifying internet-related rules is model laws drafted by 
internationally recognized bodies, such as UNCITRAL, OECD, UNIDROIT. Model laws 
are by no means binding for states or individuals. However, the states have the 
option to adopt the model law because of its convincingly superior legal standard or 
because of having at least some kind of supra-nationally drafted uniform rules. 
Successful examples are the Uniform Commercial Code of 1952 in the US, the 
UNCITRAL Model Law on International Commercial Arbitration, OECD Model Tax 
Treaty, The EU Convention 1990 (90/436/EEC) ’Tax Arbitration Convention’. 
 
Advantages of a model law on a global level are mainly its speed and its flexibility 
in the drafting process. No long-term drafting procedures, no state conferences 
with 150 or so participating state representatives and no lengthy debates are 
required as with treaties. 
 
Lex mercatoria (Merchants Law) and customary law 
 
Lex mercatoria means customary law that is binding upon merchants dealing in a 
specific trade. It has been developed over the years by the customs and usages 
that have been used in the same way by all or the majority of professionals dealing 
in that trade. Merchants dealing in that trade are bound by the lex mercatoria even 
if they have no actual knowledge of it. This is in effect self-regulation by a trade 
community of its trade and lacks transparency and legal certainty. 
 
Leaving Internet regulation to the affected persons would most likely create 
sensible practical rules that are tailor-made for the busy Internet community, but 
the disadvantages clearly outweigh the advantages. 
 
Uniform rules in operation 
 
As a general problem there is no international tribunal (comparable to the European 
Court of Justice) having jurisdiction for international uniform law, which could 
prevent different interpretations. The question of authority of foreign decisions is 
very difficult. There is, up to now, not even a common opinion on how much 
authority should be attributed to the decision of the European Court of Justice. How 
much more difficult will it be to reach a uniform approach on the global level? 
 
Even if uniform rules could be found for protecting consumers and authors 
(copyright, patents, know-how etc.) one central problem will remain: There is no 
'cyberspace' court having jurisdiction to hear cases involving Internet transactions. 
According to the common law tradition judgments of courts in other countries 
relating to the uniform rules could at least serve as 'persuasive authority'. 
 
So it would be necessary in the long run to set up a special international court of 
justice, perhaps modelled after the European Court of Justice, having jurisdiction 
over international uniform law related to internet transactions. The enforcement of 
first judgments could then be left to the national courts. 
 
3. Global approaches to the regulation of Internet transactions 
 
Out with the EU there are proposals for harmonizing Internet related problems with 
a true worldwide prospectus. The most comprehensive proposal is the '1996 
UNCITRAL Model Law on Electronic Commerce' that applies to 'any kind of 
information in the form of a data message used in the context of commercial 
activities' (Art. 1'Data message' is here defined as: 
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'Information generated, sent, received or stored by electronic, optical or 
similar means including, but not limited to, electronic data interchange 
(EDI), electronic mail, telegram, telex or telecopy' (Art. 2 a). 

 
The model law deals generally with the formation and validity of (electronic) 
contracts (Art. 11), the legal recognition of data messages (writing, Art. 6; 
signature, Art. 7; original document, Art. 8), and specifically with the carriage of 
goods (transport documents, Art. 17). All in all, the Model Law puts (electronic) 
data messages in the same category as paper-based messages. 
 
Although the UNCITRAL Model Law on Electronic Commerce is not designed to bring 
upon equally binding uniform rules throughout the world, it helps to harmonize 
legal standards with sensible supranational concepts. At the same time it leaves 
enough leeway for states to add rules that are specific or desired for their legal 
system. Additionally, it facilitates further law reform on a global level. This law 
making method, from international model laws to national legislation, may also 
pave the way for supranational methods to apply these new legal rules for 
electronic commerce in a uniform or harmonized manner – despite the different 
legal traditions. 
 
4. Tax regulation 
 
Specific to taxation, the Ottawa Protocols, produced at the Ottawa Ministerial 
Conference in October 1998 and its subsequent related review meetings, produced 
five interim conclusions or ‘guidance protocols’ for national governments and 
trading blocks for the development of their tax policies in relation to the internet 
and e-commerce, (under the title Electronic Commerce Taxation Framework) 
pending the implementation of the final OECD recommendations which was 
scheduled for January 2001. The ‘guidance protocols’, which were endorsed by over 
40 countries, are as follows: 
 
• Existing Principles of Taxation should apply to E-Commerce: A softly 

approach with no radical unilateral changes. The key word to be emphasised 
is neutrality, with change carried out incrementally by agreement. The same 
transactions carried out by both conventional and electronic means should be 
taxed according to the same rules: Fiscal Neutrality. 

 
• No Discriminatory Taxes on E-Commerce: No attempts should be made 

to inhibit or restrict the development of electronic trading in any sphere of 
commerce. Thus governments in all major jurisdictions are set to resist 
demands by local businesses for protection against predatory outsiders using 
e-commerce. 

 
• Consistent Principles of Taxation: Governments must adopt consistent 

standards for cross-border taxation of e-commerce; this is to prevent double 
taxation or non-taxation. This calls for a great deal of liaison between all 
those involved at Ottawa to ensure co-operation. 

 
• Consumption Taxes Imposed at Place of Consumption: The jurisdiction 

of the consumer of goods or services traded cross-border will be presumed to 
apply and therefore to have the right to levy any consumption tax. This idea 
follows the US sales tax model and differs from the UK and EU VAT model 
where in most instances the vending location takes precedence. 
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• Digitised Products are not Goods for Consumption Tax Purposes: All 

non-corporeal (digitised) products are to be treated as services or intangibles 
for consumption tax purposes. This was decided as a way of categorising 
products, which are entirely composed of computer information and cannot, 
be seen or touched. 

 
This last provision is the most contentious of the Ottawa conclusions as it creates a 
division between electronic and non-electronic delivery of a product in terms of tax 
treatment. This division itself contradicts the idea of identical treatment for e-
commerce present in the other conclusions. This reflects the need for ease of 
administration for digitised products; by declaring them to be services (for VAT) the 
reverse-charge provisions are applied to administer tax collection whereas if they 
were goods it would be difficult to identify a point of entry at which to levy the tax. 
 
Two major technical problems faced by the OECD in producing a truly global 
solution: 
 
• Firstly, the incompatibility of the consumption tax systems, essentially VAT 

and sales taxes, of the major trading blocks (EU and NAFTA). This difficulty 
may lend itself to a technology based compliance solution. 

 
• Secondly, the ongoing uncertainty over redefining the concept of permanent 

establishment to encompass electronic commerce. This difficulty may lend 
itself to a solution based on a re-examination of the law. 

 
In using a UNCITRAL Model Law on Electronic Commerce and to some extent the 
Ottawa Protocols as they apply to taxation specifically, the most important issues 
regarding Internet transactions are trust and effective compliance, through legal 
certainty. Legal certainty in Internet transactions does not primarily mean well-
balanced substantive rules but rather access to fast and efficient conclusions to 
disputes, arbitration awards and other forms of settlements. As long as there are 
no attempts for a global framework to enforce efficiently the (substantive) rights of 
consumers, any transaction over the Internet will remain riskier than using 
traditional means. Multinational enterprises will always have enough expertise 
and/or resources to take advantage of the global market presented by the Internet. 
The applicable law could certainly be determined by the traditional national rules of 
private international law, even if this might be difficult, and call for new approaches 
or analogies. Therefore procedural rules on a global level have to be established to 
enable consumers to enforce small claims efficiently. A model law could e.g. 
introduce a class action that could be brought not only by individuals but also by 
consumer associations or other non-governmental organisation monitoring the 
'cyber-market'. The OECD Guidelines on Consumer Redress ('charge-backs') and 
the UCITA ('electronic self help') have at least touched upon enforcing legal rights 
in Internet transactions. As the Internet has new and unique features one has to 
look perhaps also for new and unique means to establish legal certainty. A model 
law establishing certain forms of electronic self-help, more flexible rules to charge 
back credit cards or even class-actions to enforce legal rights efficiently would 
certainly point in the right direction. 
 
In strictly tax terms, compliance requires certainty and certainty is in reality a 
technological issue as much as it is a legal one.  In analysing the work done in 
attempting to come to terms with these problems both in the USA and within the 
EU, the OECD has found that certain regulatory situations are favoured by 
technological solutions (indirect tax compliance) while others by legal solutions 
(direct tax compliance). My paper will focus on these conclusions. 
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